Hacks In Taiwan Conference 2021%F9H30H

HITCON 2021

LTI

FRE : Work from home, hack into home

JEENZFE - HITCON 2021 8B RF=
PN - (EBEIEAREREHE - CHROOT
TR,

B hAMERAMTERIERE / S1ETESEEM TR —ER1285% (REZEIBRTHE)
4% F : HITCON Online &
SEAFRH 2021 F£11 B 26 H (B) ~2021F 11 B 27 B (7%)

=]

AEEEFE (Hacks In Taiwan Conference, HITCON) MlIizSE++t4F - HiRRERREF—ENHTE
b IR THBEIEASREERE, (HIT) > FEABRSENENRZE—HON -

HITCON B NhMHEREENLZE » B 2005 FEEBMATMGHEAP/NEERE - HERSHRITZHRHRMN
BREE - WMs I ABRIINEHEBENREIMRRRE - BB ~ % - REBUARENWEBEEEATIIE

=
=

At

Work from home, hack into home 1



Hacks In Taiwan Conference 2021%F9H30H

R 5| A RERRMAARED - AFRHMIEMILT A
wHEERTS (ZeroDay) - £t CTF Hi&E - BAER
BERR (HackDoor) MREEELZKHAE

(DEFENSE) > 5T BIRSERTE - BER—
EEBaERKNELTAT -
BMBAGURENNEEDHE  EEE > MEEN
ZERTIE—RI K RERBEAENEFRIE > &
BEIETEEBCREENZERETGMAA » 25
At MEE > hEARENER -

FE/M

B85 ETEE (Hacks In Taiwan Conference,
HITCON) AiAl® « 8 ERARERENLZERM
Mg ESEFETTENRKHIZR  8F9FR=
TRERELZMASRMERZRMNESHERE » k5|
BRI EFRZ2EERNS -

HITCON 2021 B8R SEEZIK/ DR MBERHIAR
RENENLE2EE  LEEMS THE - BIRURE
MELBEZR  MEARKMELHTE  BE2—15
ESBERATNEBESR > HEeERZTEENETE
B> BEXARFCENESREMEE  F8—UHE
ZHEEBNARR - BREERZEIAPE  HEUEESREPRAMKE - FEME -
HEZRZRIETE > BANERBEEE 2 > HAFEFILSRE T EHTEE > BEEUEESEEARE
IR ENETREERETSIER ERXEE - MEIRIGRARNE RBESIEEZS
HITCON 2021 -

Hacks
In [aiwg)
Conference

Hacking the Data
Traversing in Reality-
virtuality Hybrid

ST FEE Work from World

home, hack into home REZ COVID-19 #53R#F
SEImREAETT >
COVID-19 HUIREE - RE T AFIEEBIE  HE musEzisnEs-

Work from home,

. TENERNRL » RN BLEL - EESEAH SR - Eitb
hack into home Working From Home R m—fEANEREEIE » 1 ELERRHTROE
-HITCON 2021 BMAEEEEE—SHaERTR - ZABENABRRER

S ERE  SMEBBES  HRERE-R R0 HSEAR
B EREENEEEN - neDsRRsy B HESELER
B RBNERM  SEEE  REERMR o MR
) EIEIERIR
AR RARER - ROEARBSREBR - el
W RABMAIERD - Working From Home B EIHARISHEST - AT DEEMI

% > RILAER R EiRAR
1E03 o = £ *i\ ) 3 ANZANTT ﬂ:*\m:&:o , = _..\
FPEER - TREEFHENAY - EAERARBEBIFRIRE o Et - FFZH SEROSHIE » RETIRM0E

BHAtE - R T RE
TEE -

Work from home, hack into home 2




Hacks In Taiwan Conference 2021%F9H30H

BESRBEEHER - NWEBSHRANEKER - Recovery and
BEHBEREE - BEHERDTEELE  Socety SOREFBARM (CPy)  O0Portion-
1

5185 (MIREREE  TREHNAGIBASREERNSEEBEE 55 Cyperseourty
FOBRE > FRCEERNERNE - AXEELRE  ARNHESREEEY

—I2 - AREECERNERNES » SEHIH RIS BDIR A s
16 > NEH BRI EREER - %P COVID-19 =i
BB > BRI T MR EA R N E AT NRN—EAE  BNEETsyy SEHZE BEZK

—R&E - BE ZRESNER  BEERORE - EfRafE - MEERL
FEES - MR REERE

—EBMAPTINE - 8}
FENEE - (BN

Em/ — -
TB#7 ﬁ?k*i?ﬁ ﬁé % WEEKE TR
1 » ZHEER B IR E T
S4E HITCON 2021 B » BhiEH 2K B ZEB R 5% 8 A TE R TETE BE > HEBRRNE

* ProxylLogon is Just the Tip of the Iceberg: A New Attack Surface on Microsoft > ERER -

Exchange Server!
+ The Great Escapes : A Case Study Of VM Escape & EoP Vulnerabilities

 {REY NAS A21RHY NAS !
+ APT10 HUNTER RISE ver3.0: Repel new malware LODEINFO, DOWNJPIT and LilimRAT
+ Anatomy of COBRA - The Lazarus Group's Recent Activities and TTPs -
MRRE ZBUBREDENDTEREER
+ Learn from the big mistakes of cashless payment service in Japan
+ An Azure Sphere Security Breakdown, part 2/77?7?
+ Debacle of The Maginot Line : Going Deeper into Schneider Modicon PAC Security
+ Taking Apart and Taking Over ICS & SCADA Ecosystems: A Case Study of Mitsubishi Electric
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® Society 5.0 with Cyber Physical Systems Related Topic
® Supply Chain Security - A Perspective of United States
° ATT&CK Related Topic
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